Wi-Fi Settings Guide

: This manual explains how to establish a wireless LAN connection in infrastructure mode (for
. connection through an access point (router)).
+ Infrastructure mode

This section explains how to connect to the network via a wireless LAN access point (router) as +
shown below.

The settings
are complete.

Computer Machine

* For details about configuring ad hoc mode, see "Wireless LAN Setup" in the Operating
Instructions®.

0 Check Your Wireless Network Environment

1) Selecting the Configuration Method
:

» Make sure your access point (router) is connected to the network.

Access point (router)

: The configuration method depends on the access point (router) being used.
"WPS" is a function for automatically configuring the wireless LAN settings.

Does the device support WPS (Wi-Fi Protected Setup)?

‘ Yes

Is there a WPS button
on the access point (router)?

& ves ¥ No

Easy Setup Using Easy Setup Using
the WPS Button a PIN Code

* About the WPS button and connection using a PIN code
* Depending on the access point (router) used, setup may be possible using either the WPS
button, a PIN code, or both methods.
» To establish a connection using a PIN code, the configuration screen of the access point
(router) must be displayed on the computer.
» About WPS connection security
The encryption method for the devices is automatically configured by WPS. .
Security settings depend on the connection environment. Accordingly, it cannot be assumed that :
the configured security setting is the most secure.

s

0 Manual Setup

DAC522

: < Glossary of Wireless LAN Terms

Wireless LAN Access Point (Router)
This device routes data between wireless
LAN-capable devices and the Internet.
Infrastructure Mode

Select this to communicate via an access
point (router).

Ad-Hoc Mode

Select this to connect directly to a device
equipped with wireless LAN (such as a
laptop).

WPS (Wi-Fi Protected Setup)

WPS is a standard for encryption settings

for connections between devices that support

Wi-Fi.
Devices that support this standard can be
connected easily using a wireless LAN with
encryption.
* PBC
A WPS connection method using a push
button.
* PIN
A WPS connection method using a PIN
code.
SSID
This is a network identifier for
differentiating one wireless LAN access
point (router) from another. It is also called
the network name or access point name.
WEP key/Passphrase
This is the password for accessing the
wireless LAN access point (router). It is also
called the network key or encryption key.

(2) Enabling Wireless LAN

n Turn on the machine.

Display the initial settings
screen.
« CS2010DW

Press the [3ZEa] key.

DJE104

CS2010DW/CF2090DWA

* CF2090DWA
Press the [(§R T ] key.

Weas

HE/ER  RERR
- -

BINBK
-

DJE101

Press the [w] or [A] key to
select [Network Settings], and
then press the [OK] key.

+ CS2010DW
EMenu
Print List /Report
Network Settings

Printer Features

2/2 % 0K

A Press the [w] or [A] key to
select [Active], and then press
the [OK] key.

Wi-Fi =
Inactive

B Close the initial settings screen.

» CS2010DW

Press the [3ZEa] key to return to the
Initial screen.

* CF2090DWA

Press the [F§R T B key to return to
the Initial screen.

If you are requested to restart
the machine, turn off the
machine, and then turn it back
on.

+ CF2090DWA
B User Tools
Network Settings

Printer Features

3/3 40K

If you are requested to enter a
password, enter the password
using the number keys, and then
press the [OK] key.

Press the [¥] or [A] key to
select [Wi-Fi Configuration],
and then press the [OK] key.

1/2 % [0K

EINetwork Settings
Ethernet

Wi-Fi Configuration

IPv4 Configuration

. ﬂ Select [Wi-Fi], and then press

the [OK] key.

EWi-Fi Config.

Q’ Note )

* A password for accessing the [Admin. Tools]
menu can be specified in [Admin. Tools
Lock].

(3) Configuring the IP Address Set-
tings

Before configuring the wireless LAN settings,

. configure the machine's IP address.

 For details about configuring the IPv6
address, see the Operating Instructions®.

Display the initial settings
screen.

* CS2010DW
Press the [3Z 8] key.

DJE104

lenovo

* CF2090DWA
Press the [F§R T B] key.

HE/ER  RERE
- -

HNBKR
-

DJE101

p B Press the [¥] or [A] key to

select [Network Settings], and
then press the [OK] key.

+ CS2010DW
EMenu
Print List /Report
Network Settings

Printer Features
+ CF2090DWA
B User Tools

Printer Features

2/2 % [0K

3/3 40K

If you are requested to enter a
password, enter the password
using the number keys, and then
press the [OK] key.

/il Press the [w] or [A] key to

select [[Pv4 Configuration]|, and
then press the [OK] key.

1/2 20K

BEINetwork Settings
Ethernet
Wi-Fi Configuration

IPv4 Configuration

Press the [w] or [A] key to
select [DHCP], and then press
the [OK] key.

EIPv4 Config.

DHCP
IP Address

Subnet Mask

1/2 % [0K

e |




If you are requested to restart + CF2090DWA

: ﬂ Press the [w] or [A] key to : n Press the WPS button on the

: W) Press the [w] or [A] key to

5 Easy Setup Using a PIN -
select [Active] to automatically the machine, turn off the B User Tools 3/34 access point (router) within two : 9 Cod}; P g : select [Network Settings], and
obtain the IP address or : machine, and then turn it back Notwork Sotl minutes. : : then press the [OK] key.
[Inactive] to specify the IP : on. : e — : . : « CS2010DW
address manually, and then : Printer Features ( ( ) ) . Make sure the Ethernet cable is not =M 2/04
ress the [OK] key. . . . WPS ( ) : - enu v
f)fyou have s[elect-:d [A)c’tive] proceed to : A password for ac.c?ssipg the [A-dmin Tools] e i(l)nsrzzlc)zefot(t)ot};; nzzi};g‘el're each setting Print List /Report
Step 13. ’ 11?5213] can be specified in [Admin. Tools 4 If you ar(:: I‘E(illesttlfd to enterda : within two minutes. Network Settings
: . : password, enter the passwor : - : )
Press the [w] or [A] key to : using the number keys, and then : : Printer Features
select [IP Address], and then . press the [OK] key. . Todestablish a connecti}(l)n L}sing the PIdN b * CF2090DWA
: . : : : code, use a computer that 1s connected to the : P
press the [OK] key. : g Ezit\g:etup Using the WPS : B Press the [v] or [a] key to : : wircless LAN access point (router). BUser Tools . 3/3%
ElIPv4 Config. 1/2% : : select [Wi-Fi Configuration],  : o n Check that the wireless LAN Network Setfings
S & : : « For details about how to use the WPS - : - . Printer Features
DHCP : and then press the [OK] key. access point (router) is working
|P Address * Make sure the Ethernet cable is not - = bqtton, refer to the mam}als for the correctl
Subnet Mask connected to the machine EINetwork Settings 1/2 & wireless LAN access point (router). y.
ubnet Mas : : :
Ethernet : : If you are requested to enter a
) Check that the wireless LAN Wi-Fi Confiqurati . m Check the result. : Opel.l the P.IN che password, enter the password
Enter the machine’s IPv4 . . . I-F1Lontguration : : configuration window (web .
. access point (router) is working IPv4 Confiauration : & Connection has succeeded: for the wireless LAN using the number keys, and then
address using the number keys, correctly. 9 : . page) for the wireless press the [OK] key.

access point (router) on your
computer.

and then press the [OK] key. PBC

Press the [w] or [A] key to

Display the initial settings Press the [w] or [A] key to

O [0K : Connection to AP
IP Address OK] screen. ?glf(c]t 12);]1)8], and then press the : s select [Wi-Fi Configuration],
. : : and then press the [OK] key.
10 .6 J.[1o ].134 ] Cszol(})ID\xL ) s 5 i P ¥
Press the [5Z88] key. 9. hd : . CS2010DW BINetwork Settings 1/2%
Current Connection _ Ethernet
Press the [ 4] or [p] key to move Setup Wizard Press [EXxit] to return to the screen
between fields. P : displayed in Step 7, and then press the Wi-Fi Configuration
: : [5€ 8] key to return to the initial Display the initial settings IPv4 Configuration
Press the [W] or [A] key to : : screen. screen. :
select [Subnet Mask], and then : Press the [w] or [A] key to * CF2090DWA . CSA0T0DW : 2 Press the [w] or 4] key to
press the [OK] key. . select [PBC], and then press the Press [Exit] to return to the screen select [WPS], and then press the
: : [OK] key. : displayed in Step 7, and then press the Press the [F28] key. [OK] key. ’
m Enter the subnet mask using the — [P I A key to return to the initial
: number keys, and then press the : : B wps hd : screen. EWi-Fi Config. 2/2 %
[OK] key. . CF2090DWA : < Connection has failed: g“"e”t Connection
Press the [ ] or [p] key to move . . etup Wizard
between fields. Press the [[IR T8I key. : . PBC
: Connection to AP :
Press the [w] or [A] key to : Press [Yesl. . :
select [Gateway Address], and : E [Yes] : has Failed : P liesst tlll’ellllv] m;i[tAh] key to .
then press the [OK] key. : PBC : Exit ?(e) Ie<c] l£e |, and then press the
. : we/En  smEm R . Connect in PBC ? * Press [Exit] to return to the screen e Y
Enter the gateway address using : - o : displayed in Step 7. Check the « CF2090DWA : = WPS $
the number keys, and then press : Yl el v T N ] configuration for the wireless LAN Press the [[JR T B] key. PBC
the [OK] key. : €s 0 access point (router), then try the :
Press the [4] or [P] key to move : : "Please push the [AP] Yvithin 2 minutes" : connection again.
between fields. : B appearst’-ansgée miﬁhlﬂfe aris o : m Configuring the Wi-Fi settings
. ° connect 1 method. .
: m Close the initial settings screen. Press the [w] or [A] key to is complete. : Check the PIN code.
: - CS2010DW select [Network Settings], and The next step is to install the driver from wymn
then press the [OK] key. the CD-ROM provided. : . PIN
Press the [3£8] key to return to the ) ) . . LY EMDIAE }
Initial screen. + CS2010DW For details, see Driver Installation Guide - e PIN Code:
« CF2090DWA A Menu 2/7 & : on the CD-ROM provided. ’ 1 XOOOXXXX
Press the [(JA T E] key toreturnto = Print List /Report — Connect T Abort ]
the Initial screen. . Network Settings : * A password for ac.c'essipg the [Admin. Tools] : : Write down the PIN code in case you
: . . menu can be specified in [Admin. Tools might forget it.
. Printer Features : *  Lock].
Next Sheet

e |
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: Enter the machine’s PIN code (8 : < Connection has failed: : If you are requested to enter a  : Select the authentication : * When "Disconnected” is displayed, the
: digits) on the access point : 5N B Configuring Settings Using the Con- | password, enter the password  : method, and then press [Next]. : connection has not been established.
: (router)’s web page.(The web : ¥ trol Panel : using the number keys, and then : — — Start again from the beginning.
page accessed in Step [EB) Connection to AP press the [OK] key. Authentication 2/2 & The next step is to install the driver from
has Failed imporiand WPA2-PSK the CD-ROM provided.
. . - . . . ; . For details, see Driver Installation Guide
. . [ Exit + « You need to select the same authentication . Mix Mode WPA2/WPA . on the CD-ROM provided

. : Press the [W] or [A] key to : Previous | Next ) : P :

« Press [Exit] to return to the screen method and encryption method that the : revious ex

displayed in Step 8. Check the access point (router) is using. You can check select [Wi-Fi Configuration], Connecting to the devices using
configuration for the wireless LAN . them on the settings screen of the access . and then press the [OK] key. : The next steps differ depending on the : the Open System or Shared Key

access point (router), then try the point (router). , = authentication method that you have selected. authentication
connection again. ¢ Make sure the Ethernet cable is not ENetwork Settings /2% Proceed to Step 10 of the appropriate section.

connected to the machine. . Ethernet
m Configuring the Wi-Fi settings

 —
Execute WPS (PIN system)
from the access point (router)’s

 If the authentication method is set to Select the encryption method,

web page. is complete. Check that the wireless LAN  : "'Co'gur'on [WPA2-PSK] or [Mix Mode WPA2/ and then press [Next].

. . . s . . : v4 Lonfguration . . -

The next step is to install the driver from : ig:::itl;mnt (router) is working . gtl;t]atlt?entication method is set to Encryption 1/2 <

the CD-ROM provided. . o ¥ Press the [¥] or [A] key to [Open System] or [Shared Key] p @ WEP 64 bit Hex

: : For details, see Driver Installation Guide Display the initial settings : select [Setup Wizard], and then : : WEP 64 bit ASCII

: : on the CD-ROM provided. . : ress the [OK] ke : . -

: - : : sereen. : P v : Connecting to devices using the Previous | Next |

. ~—— . A T ing the [Admiz. Tools] . « CS2010DW : EWi-Fi Config. 2/2 4 : WPA2-PSK or Mix Mode WPA2/ : For the encryption method, refer to the

: : « A password for accessing the [Admin. Tools] : : ‘ . . : -

: m Press [Connect]. © menu can be specified in [Admin. Tools . Press the [588] key. . Current Connection . WPA authentication . following:

: : . . ] . . Encryption Encryption key

: PIN : Lock]. . . p Wizard : Enter the encryption key using Method (allaximum r;umberﬁnd type zf)

. . : : : characters that can be entere

PIN Code: . :g‘;:ﬁgger keys, and then press WEP 64 bit ASCII |5 characters (0x20-0x7e)

XXXXXXXX . A Select [Infrastructure], and ) WEP 64 bit Hex |10 characters (0-9, A-F, a-f)

Connect | Abort ) Manual Setup then press [Next]. WPA2 Passphrase aEE 122 E'_ttAHSC” ;2 c:araciers ng:O;\O;?e)f)

: : . : : . it Hex |26 characters (0-9, A-F, a-

: "Please wait for 2 minutes" appears and . : Setup Wizard al Key:L 1] :

: connecting with PIN method starts. : Checking the SSID and Encryption : : : 8-63ch/64 Hx :

. . . . Infrastructure . _ . D 1 . -

: Check th I : key . : Ad-H : Previous T Connect ] . » Do not select [None] except in specia

. m eck the result. . . — -noc : s th - o eith : cirmunstances. If selected, the security

. * The SSID and E tion kev for the wirel . Next * As the passphrase, you can enter either system will not work.

¢ Comectinhesscetets 1 [ b - e : e R G e

. . - p .y p - . Press the [mF‘IE] key. R S h the SSID isnl h . or 64 hexadecimal digits (0-9, A-F, . Enter the encryption key and

: PIN . label affixed to the access point. For details : : earch the to display the a-f) ID usi h ber k d
about the SSID and Encryption key, refer to list, select the destination SSID, ' . using the number keys, an

 For details about checking the
encryption key, see "Checking the

Connection to AP
has Succeeded

then press [Connect].

the access point (router) manual.

and then press [Next].

. . f . < . . 4 n .

: Exit . ) ssip XXX . - : Scan List 1/3 & . SSID and Encryption key". . WEP Key

. M Encryption key :XXXXXXXXXXXXX M N N . .

: « CS2010DW : [ : wpmn  aman : Input SSID : m Press [Yes]. : :Bey - (10 chars)
Press [Exit] to return to the screen avsx g2t o> e LAN router-001 - (Enter 1-4)
displayed in Step 8, and then press the | l - @& Previous | Next | Previous | Connect |

[EZ8] key to return to the initial Are you sure to connect?

Ccvweo1

For details about checking the encryption

If you cannot find the destination SSID,

ececsccccces
escescsccscs
ececsccccces

screen. Confirm the SSID and Encryption key, and configure the SSID according to the key, see "Checking the SSID and
: « CF2090DWA write them down on the blank space as shown  + e following procedure. . [ No T Yes . Encryption key".
Press [Exit] to return to the screen . below. . Press the [W] or [A] key to 1. When entering the SSID, select [Input After connecting to the network, the The ID is used for identifying the

encryption key. You can register four

displayed in Step 8, and then press the  : gg|D: select [Network Settings], and SSID], and then press [Next]. o ks (1D 1 o4
encryption keys to 4).

S Wi-Fi screen is displayed.
[FAR IR key to return to the initial - | : then press the [OK] key. : 2. Enter the SSID using the number keys,

2 screen. 2 E e CS2010DW 2 and then press [Next]. 2 m Press the [v] or [A] key to E m Press [Yes]
Encryption key: = The characters that can be used are select [Wi-Fi Status], and then .

: : : EMenu 2/2% : ASCII 0x20-0x7¢ (32 bytes). : press the [OK] key. :

: : Print List /Report SSID When "Connected" is displayed, the Are you sure to connect?

Network Settings : I : connection has been established.
Printer Features

* CF2090DWA

[ No | \VYes

After connecting to the network, the

[max 32 characters] : Wi-Fi Status
Previous | Next | Connected

PN B o . .
ElUser Tools 3/3% For details about checking the SSID, see Wi-Fi screen is displayed.
Network Settings "Checking the SSID and Encryption

key".

Printer Features « When "Connecting..." is displayed, the

connection is being established.

e |
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m Press the [w] or [A] key to ﬂ Click [Scan List] to display the % If the encryption method is set to
select [Wi-Fi Status], and then list, select the destination SSID, [WEP]
press the [OK] key. and then click [OK].

When "Connected" is displayed, the If you cannot find the destination SSID, ) [ v [
connection has been established. configure the SSID according to the i 4 S

— following procedure.
- [oK]
Wi-Fi Status 9 1. In [SSID], enter the SSID for the

Connected access point (router).

ﬂ Set [Communication Mode] to
[Infrastructure].

Troubleshooting

Connection Problems

If problems occur even after you configure the connection settings again, check the following:

% Are the settings for the wireless LAN access point (router) correctly configured?
 Check that the WPS function is not set to "inactive" or "Off".
* Functions other than WPS may interfere with the WPS function depending on their settings.
» If MAC address filtering is enabled, check if the machine's wireless MAC address has been
registered.
For details, refer to the manuals for the wireless LAN access point (router).

When "Connecting..." is displayed, the

connection is being established. In [Authentication], select the

When "Disconnected" is displayed, the authentication method.

connection has not been established.

Start again from the beginning. In [Encryption], select the DACS3S

The next step is to install the driver from encryption option. 1. WEP Key Length

the CD-ROM provided. o . Select 64 bit or 128 bit.
* If the authentication method is set to 2. WEP Transmit Key ID

For details, see Driver Installation Guide [Open System], set the encryption
on the CD-ROM provided. . ’ Enter the ID.
option to [None] or [WEP]. 3. WEP Key Format
If the authentication method is set to Select ASCII or Hexadecimal.
» A password for accessing the [Admin. Tools] [Shared Key], set the encryption option 4. WEP Key
menu can be specified in [Admin. Tools to [WEP].
Lock]. If the authentication method is set to point (router).
- - n - [WPA2-PSK], set the encryption For the encryption method, refer to the
Configuring Settings Using option to [CCMP (AES)]. following:

Web |mage Monitor If the authentication method is set to - -
. Encryption Encryption ke
[Mixed Mode WPA/WPA2], set the Metrod | (Masimum omber and pe o
When configuring the settings manually, you encryption option to [TKIP/AES]. characters that can be entered)
can also use Web Image Monitor. It is . . WEP 64 bit |ASCII|5 characters (0x20-0x7e)
convenient for entering characters that are If the encryption method is set to WEP 64 bit [Hex |10 characters (0-9, A-F, a-f)

difficult to enter using the control panel. [None] WEP 128 bit| ASCII| 13 characters (0x20-0x7e)
If h 1 d [N d WEP 128 bit|Hex |26 characters (0-9, A-F, a-f
n Connect the Ethernet cable to Stz;;z.ave selected [Nonel, proceed to ( )
the Ethernet port. m If you are requested to enter a
If the encryption method is set to password.
n Plug the other end of the cable [CCMP (AES)] or [TKIP/AES]
into a network device, such as a Click [OK].
hub. Network Settings
Network Status — I !E_
Launch the Web browser. e = + A password for accessing the
o [Administrator Tools] can be specified in
In the Web browser's address o e e [New Password].
bar, enter ""http://(machine’s IP
address)/" to access the
machine.

If a DNS or WINS server is used and the
machine’s host name has been specified,
you can enter the host name instead of
the IP address.

B Click [Network Settings]. - WPA Passphrase

Enter the password for the access

ﬂ Select [Wireless] tab. point (router).

As the passphrase, you can enter either

Set [Wireless] to [Active]. 8 to 63 ASCII characters (0x20-0xT¢)
or 64 hexadecimal digits (0-9, A-F,

a-f).

% Are the wireless LAN access point (router) placed in an area in which they can
receive radio waves?
» The area in which the devices can receive radio waves varies depending on the structure of
the building. If the machine is away from the wireless LAN access point (router), place it
closer to either of them. Then connect the machine to the devices.

+ Is the button you pressed the WPS button?

» The WPS button has different names, pressing or holding times depending on the wireless
LAN access point (router) you are using. For details about which button you need to press or
hold for a specific period of time, refer to the manual.

Enter the password for the access
+ Is the PIN code configured correctly?

 Configure the PIN code correctly according to the manuals for the wireless LAN access
point (router).

* Check the PIN code when it is displayed or printed.

+ Is the SSID or encryption key entered correctly?
» Check that the SSID or encryption key is entered correctly.

« The encryption key specified for the access point (router) cannot be configured.
* The machine supports WPS 2.0, lower encryption levels such as WEP and TKIP cannot be
used.
» To connect to an operating environment using a WEP or TKIP encryption, specify the setting
manually as described in Chapter 4, "Manual Setup", or configure the access point (router) to
use more secure encryption.

Connection has Succeeded but the Wireless LAN Cannot be Used

If a connection has been established but the wireless LAN cannot be used, check the following:

% Are the IP address settings correctly configured?
» Configure the IP address settings.

« Check that an Ethernet cable is not connected to the machine.

« If the machine is connected to the network using an Ethernet cable, the Ethernet connection
is enabled. To use the wireless LAN, disconnect the Ethernet cable from the machine.

< Connection may fail due to radio wave conditions.

« Ifthere is another wireless network nearby, the wireless connection may fail. Wait for a
while, and then connect to the network again.

DAC534
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