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第1章 产品概述 

1.1 产品简介 

FW300R 11N
 

FW300R 11N IEEE 802.11n
300Mbps IEEE 802.11b IEEE 802.11g

MP3
 

FW300R 11N
SSID SSID 64/128/152 WEP

 

FW300R 11N DHCP DMZ
ISP

 

FW300R 11N

 

  

 

 FW300R 11N FW300R  

 “→” WEB  

 “ + ” “”  

 
 

1.2 主要特性 

 10/100M (WAN) xDSL Modem/Cable Modem/ Ethernet 

 10/100M (LAN)  

 300Mbps  

 64/128/152 WEP WPA/WPA2 WPA-PSK/WPA2-PSK
 

 11b only 11g only 11n only 11bg mixed 11bgn mixed  

 SSID SSID  



  
 

2 

 (NAT) DMZ  

 DHCP  

 VPN  

 (UPnP) UPnP  

  

 DNS IP  

  

  

  

 Web  

 WPS  

 



FW300R 300M  
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第2章 硬件描述 

2.1 面板布置 

2.1.1 前面板 

 

2-1 FW300R  

 

   

SYS  
 

 
 

WLAN  
 
 

 

1/2/3/4  
 

 
 

WAN  
 

 
 

WPS  
2  

5  
 

  

WPS 5
 

2.1.2 后面板 
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2-2 FW300R  

1) WPS/RESET WPS RESET
5 WPS WPS QSS

5
 

2) POWER  

  

 

3) WAN (RJ45) xDSL Modem/Cable Modem  

4) 1/2/3/4 (RJ45)
 

5)  

2.2 复位 

WPS/RESET
5 SYS SYS
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2.3 系统需求 

 Internet ( xDSL/Cable Modem ) 

 RJ45 ( ) 

 PC ( ) 

 TCP/IP  

 Web Microsoft Internet Explorer Mozilla Firefox Apple Safari  

2.4 安装环境 

 
  

  

  

  

  

  

A  

2.5 硬件安装步骤 

ISP
 

1.   

LAN 2-3
 

2.  

xDSL/Cable Modem 2-3  
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2-3 FW300R  
3.  

 



FW300R 300M  
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第3章
 

 快速安装指南 

Windows XP
 

3.1 建立正确的网络设置 

IP 192.168.1.1 255.255.255.0
 

IP  

Internet TCP/IP TCP/IP “

IP ” DNS DHCP
IP  

  

Windows 98  

TCP/IP Ping
Windows XP Ping  

cmd  

Ping 192.168.1.1  

 

 
 

 
 

1)  

  
Link/Act  
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2) TCP/IP  

  

IP 192.168.1.1, IP 192.168. 1.X X 2~254
 

3.2 快速安装指南 

WEB Windows Macintosh UNIX
WEB Microsoft Internet Explorer Mozilla Firefox Apple Safari

 

Internet LAN
IP

IP http://192.168.1.1  

admin  

 

3-1  
3-2

 

 

3-2  
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3-3  

 

1. PPPoE ADSL  

PPPoE ADSL  

 

3-4 PPPoE 
 ISP ADSL ISP  

 ISP ADSL ISP  

2. IP IP  

IP IP
 

3. IP IP  

IP IP  
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3-5 IP 

 IP IP ISP IP ISP  

 ISP
255.255.255.0  

 ISP ISP  

 DNS ISP DNS ISP  

 DNS ISP DNS
DNS IP  

3-6  

 
3-6  

  

 SSID  
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 1 6 11  

 11bgn mixed  

 20M 40M  

  

  

 WPA-PSK/WPA2-PSK PSK
64 8-63 ASCII  

 
 

  

IEEE 802.11n IEEE 802.11n
 

3-7
3-8

 

 

3-7  

 
3-8  
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第4章
 

 配置指南 

4.1 启动和登录 

4-1  

WPS
DHCP IP IP MAC DNS

 

 
4-1  

4.2 运行状态 

LAN WAN
WAN 4-2  
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4-2  

  

 LAN LAN MAC IP  

 SSID  

 WAN WAN MAC IP DNS
 

 WAN WAN  
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IP ( IP/ IP/PPPoE/L2TP/PPTP/DHCP+)
PPPoE Internet

Internet
 

4.3 设置向导 

3.2  

4.4 WPS一键安全设定 

WPS 4-3  
 

 
4-3 WPS  

 WPS WPS
 

 PIN PIN PIN
PIN PIN PIN

PIN  

 
 

WPS WPS
 

 

1. WPS  
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2. WPS  

 

3.  

 

4.  

 

5.  
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1. WPS  

 

2. 8 PIN
 

 

3.  
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4.  

 

 

1. WPS  

 

2.  

 
3. WPS  
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4.  

 

5.  

 

6.  
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7.  

 

 

1. WPS  

 

2. 8 PIN
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3. WPS  

 

4. PIN PIN 2
8 PIN  

 

5.  
 

 

6.  
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7.  

 

4.5 网络参数 

 

 

 

4.5.1 LAN口设置 

→LAN 4-4 LAN
LAN IP  
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4-4 LAN  

 MAC MAC  

 IP IP IP 192.168.1.1
 

 
 

 

  

1. IP IP WEB
IP  

2.  

4.5.2 WAN口设置 

→WAN WAN  

WAN (Wide Area Network) WAN IP IP
5 IP IP PPPoE L2TP PPTP

WAN
ISP IP  

1. IP 

IP ISP IP ISP IP
4-5  
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4-5 WAN - IP 

 ISP DHCP IP
DNS  

 DHCP ISP DHCP IP
DNS  

 MTU MTU 1500 ISP
 

 DNS DNS ISP DNS
DNS DNS DNS (

) DNS  

 IP ISP DHCP
IP  

 

2. IP 

ISP WAN IP IP 4-6 IP
DNS ( ) ISP 4-6  
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4-6 WAN - IP 

 IP IP ISP IP  

 ISP
255.255.255.0(C )  

 ISP ISP IP  

 MTU MTU 1500 ISP
 

 DNS DNS ISP DNS( )
DNS DNS  

 

3. PPPoE 
ISP PPPoE( ) ISP

ISP 4-7  
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4-7 WAN -PPPoE 

 ISP  

 ISP IP IP
IP IP  

 
( )

 

 T 0( 15 )
T “

” “ ”  

 
(10 )

 

 
 

 (
)

 

 / /  
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4-8  

 
4-8 WAN -PPPoE-  

 MTU MTU 1480  

 ISP  

 ISP IP PPPoE ISP
IP PPPoE IP  

 
0  

 DNS DNS ISP DNS
DNS DNS DNS (

) DNS  

 

4. L2TP 
ISP L2TP ISP
ISP 4-9  
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4-9 WAN -L2TP 

 ISP  

 / /  

 MTU MTU 1460  

 
( )

 

 
(30 )

 

 (
)
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5. PPTP 

ISP PPTP ISP
ISP 4-10  

 
4-10 WAN -PPTP 

 ISP  

 / /  

 MTU MTU 1420  

 
( )

 

 
(30 )
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 (
)

 

完成更改后，点击保存按钮。 

4.5.3 MAC地址克隆 

→MAC 4-11 MAC  

 
4-11 MAC  

 MAC MAC MAC WAN
MAC ISP MAC ISP MAC

MAC MAC
ISP  

 PC MAC MAC  

 MAC MAC  

 MAC PC MAC MAC
ISP MAC MAC  

 

  

MAC  

4.6 无线设置 
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4.6.1 基本设置 

→ 4-12  

 

 

4-12  
 SSID  

 1 13  

 11bgn mixed  

 20M 40M  

  

 
 

 SSID SSID
SSID SSID  

 

  

IEEE 802.11n 11N
IEEE 802.11n  

4.6.2 无线安全设置 

→ 4-13  



FW300R 300M  
 

31 

 
4-13  

 

  

  

WEP WPA/WPA2 WPA-PSK/WPA2-PSK
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1. WEP 

WEP IEEE 802.11 WEP
IEEE 802.11N

 

  
4-14 WEP  

  

  

 

 

 
 

 WEP 16 ASCII 16
0 9 A B C D E F ASCII

 

 
 

64 16 10 ASCII 5 128
16 26 ASCII 13 152 16 32 ASCII

16  

2. WPA/WPA2 

WPA/WPA2 Radius WPA
WPA2  
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4-15 WPA/WPA2  

 WPA WPA2  

 WPA WPA2  

 WPA WPA  

 WPA2 WPA2  

 TKIP AES
TKIP AES

WPA/WPA2 TKIP IEEE 
802.11N

WPA2-PSK AES 4-16  

 
4-16 WPA/WPA2 TKIP  

 Radius IP Radius
IP  

 Radius Radius
Radius  

 Radius Radius  

 30
0  

3. WPA-PSK/WPA2-PSK 

WPA-PSK/WPA2-PSK WPA
4-17  
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4-17 WPA-PSK/WPA2-PSK  

 WPA-PSK WPA2-PSK  

 WPA-PSK WPA2-PSK  

 WPA-PSK WPA-PSK  

 WPA2-PSK WPA2-PSK  

 TKIP AES
TKIP AES

11N TKIP  

 PSK WPA-PSK/WPA2-PSK 64
8-63 ASCII  

 30
0  

 
 

SSID
 

4.6.3 无线MAC地址过滤 

→ MAC 4-18 MAC
 

MAC MAC
“ ” “

”  
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  4-18 MAC  

 MAC MAC  

 MAC MAC  

 MAC MAC  

 MAC “ ” “ ”

 

  

 MAC  

  

  

  

1 MAC “00-0A-EB-00-07-BE” “00-0A-EB-00-07-5F”
 

4-18 MAC
“ ”

 

4-18 4-19 MAC
“00-0A-EB-00-07-BE” “ ”  

 
4-19 MAC  
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MAC “00-0A-EB-00-07-5F” “
”  

4-18  

1 MAC  

 
  

MAC “ MAC
”  

4.6.4 无线高级设置 

→ 4-20  

 
4-20  

  

 Beacon Beacon Beacon
Beacon 100 Beacon 20 1000  

 RTS RTS Request to Send RTS
RTS RTS

CTS Clear to Send  

 

2346  

 DTIM 1 255 (DTIM)  DTIM

DTIM DTIM
Beacon 1  
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 WMM WMM (QOS)
 

 Short GI
 

 AP AP  

 

4.6.5 主机状态 

→ 4-21
 

 
4-21  

 MAC MAC  

  

  

4.7 DHCP服务器 

DHCP  

  

 

4.7.1 DHCP服务 

DHCP →DHCP DHCP 4-22  

DHCP (Dynamic Host Control Protocol) FW300R DHCP
IP TCP/IP

IP DNS
DHCP  



FW300R 300M  
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4-22 DHCP  

 DHCP IP
IP  

 DHCP IP
IP  

 LAN IP 192.168.1.1  

 ( )  

 DNS DNS ISP DNS
ISP  

 

  

DHCP TCP/IP “ IP ”  

4.7.2 客户端列表 

DHCP → DHCP IP
4-23  

 
4-23  

 IP  

 MAC IP MAC  

 IP DHCP IP  
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 IP IP
 

4.7.3 静态地址分配 

DHCP → 4-24 IP  

MAC IP DHCP
IP DHCP IP IP

 

 
4-24  

 MAC IP MAC  

 IP IP  

 “ ” “ ”  

 4-25  

  

  

  

1 MAC 00-13-8F-A9-6C-CB IP 192.168.1.101
 

4-24  

4-25 MAC “00-13-8F-A9-6C-CB” IP
“192.168.1.101” “ ”  

 
4-25  
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4.8 转发规则 

 

  
 

4.8.1 虚拟服务器 

→ 4-26  

FW300R IP Web FTP
 

FW300R
LAN

 

( IP )
 

 
4-26  

 
-

-  

 IP  

 TCP UDP ALL
ALL  

  

1 21 FTP FTP IP
192.168.1.100 TCP  

4-26  
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4-27 “ ” FTP “FTP”
 

 
4-27  

 “ ”

“ ”

“ ” IP

 

IP “192.168.1.100” “ ”  

 

 

2 80 Web Web IP
192.168.1.101 ALL  

4-26  

4-27 “80” IP “192.168.1.101”
“ALL”  

 

1 2  

 
  

80 → WEB “WEB ”
80 88  

1 “ ” “ ” 2
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4.8.2 特殊应用程序 
→ 4-28  

Internet
NAT NAT

 

 
4-28  

 
 

 ALL UDP TCP
ALL  

 
“

- ” “-” “,”  

 ALL UDP TCP
ALL  

 “ ” “ ”  

4-28 4-29  

 
4-29  
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4.8.3 DMZ主机 

→DMZ 4-30 DMZ( )  

DMZ
DMZ IP DMZ

 

 
4-30 DMZ  

4.8.4 UPnP设置 

→UPnP 4-31 UPnP  

UPnP(Universal Plug and Play)
Windows XP Windows ME

MSN Messenger UPnP NAT
 

 
4-31 UPnP  

 UPnP  

  

 TCP UDP   



FW300R 300M  
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 IP IP  

  

 UPnP  

UPnP  

1. UPnP  

2. MSN Messenger
 

3. UPnP  

  

UPnP UPnP  

UPnP MSN Messenger (
Windows ME/Windows XP/Windows Vista)  

UPnP ( Windows ME/Windows XP/Windows Vista)  

4.9 安全设置 

 

 
 

4.9.1 防火墙设置 

→ 4-32  

IP MAC

( )  



FW300R 300M  
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4-32  

 IP MAC
 

 IP IP “ ”
 

 “ ”  

 MAC MAC “ ”
 

 

4.9.2 IP地址过滤 

→IP 4-33 IP  

IP IP
 

“ ” “ ”
(ID

)  
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4-33 IP  

  

 IP IP
IP 192.168.1.123 192.168.1.185  

 ( )
1030 2000  

 IP ( ) IP
IP 61.145.238.6-61.145.238.47  

 ( ) ( )
25-110  

  

 “ ”
“ ”  

 “ ” “ ”  

1 IP 192.168.1.7 8 30 18 00
IP 192.168.1.8 8 00 18 00 IP 202.96.134.12

 

4-32  

4-32 “IP ” “ ” “ IP
”  

4-33 4-34
192.168.1.7 8 30 18 00
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47 

 
4-34 IP  

IP 192.168.1.7 8
30 18 00 IP 192.168.1.8 8 00 18 00

IP 202.96.134.12 1 3 IP
 

 

4.9.3 域名过滤 

→ 4-35  

LAN ( )
http ftp “ ” “ ”
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4-35  

 LAN  

 “ ” “ ”  

1 8 30 18 00 “www.yahoo.com.cn” “sina.com”
8 00 12 00 “.net”

 

4-32 “ ”  

4-35 4-36 8
30 18 00 www.yahoo.com.cn

 

 
4-36  

8 30 18 00
“sina.com” 8 00 12 00 “.net”

1 3
 

 

http://www.yahoo.com.cn/


FW300R 300M  
 

49 

4.9.4 MAC地址过滤 

→MAC 4-37 MAC  

MAC MAC
“ ” “ ”

 

 
4-37 MAC  

 MAC MAC  

  

 “ ” “ ”  

1 MAC 00-E0-4C-00-07-BE 00-E0-4C-00-07-5E
Internet Internet MAC

 

4-32  

4-32 “MAC ” “ ” “
MAC MAC Internet MAC Internet”  

4-384-37
MAC 00-E0-4C-00-07-BE Internet
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4-38 MAC  

MAC 00-E0-4C-00-07-5E
Internet 1 2
2  

 

4.9.5 远端WEB管理 

→ WEB WEB Web
4-39 IP  
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4-39 WEB  

 WEB WEB  

 WEB IP WEB IP  

 

  

1. WEB 80 WEB ( 88)
“IP : ” ( http://192.168.1.1:88) WEB

 

2. WEB IP 0.0.0.0
WEB WEB IP (

IP WEB 255.255.255.255 WAN
WEB  

1 IP 202.96.134.13 WEB
WEB 80  

WEB “80”  

WEB IP “255.255.255.255” “202.96.134.13”  

WAN IP  

→ 4-40 DoS( )

4.9.6 高级安全设置 

 

DoS
DoS (DDoS) 

DoS DDoS  



FW300R 300M  
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4-40 WAN Ping 

 ICMP UDP TCP
( UDP FLOOD)

UDP-FLOOD UDP-FLOOD
,  

 DoS
 

UDP-FLOOD UDP

P-SYN-FLOOD

 ICMP-FLOOD ICMP-FLOOD  

 ICMP-FLOOD ICMP-FLOOD ICMP
 

 UDP-FLOOD UDP-FLOOD  

 UDP-FLOOD
 

 TCP-SYN-FLOOD TCP-SYN-FLOOD  

 TCP-SYN-FLOOD TC
TCP SYN  
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Ping

 WAN Ping Ping  

 LAN Ping
 

 DoS 4-41

 

 
4-41 DoS  

4.10 路由功能 

 

 
 

4.10.1 静态路由表 

→ 4-42  

IP
/

/  
IP

 
4-42  

 IP  

 IP
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 IP  

  

 4-43  

 
4-43  

 
  

IP WAN LAN IP  

4.11 IP带宽控制 

IP

 

IP 4-44 IP
IP  
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4-44 IP  

 IP IP “ ”
 

 ADSL  

 IP
 

IP  

 IP IP IP IP  

 IP IP  

 “ ” IP IP
“ ”

IP IP  

 10  

  

 

4.12 IP与MAC绑定 

IP MAC  
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4.12.1 静态ARP绑定设置 

IP MAC → ARP 4-45 ARP  
ARP IP MAC ARP

ARP ARP
IP ARP MAC MAC

ARP  
ARP  

 
4-45 ARP  

 ARP ARP “ ”  

 MAC MAC  

 IP IP  

  

1 IP MAC IP 192.168.1.100 MAC
00-19-66-80-54-36  

4-45  

4-46 MAC IP  

 
4-46 ARP  
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4.12.2 ARP映射表 

IP MAC →ARP 4-47 ARP  

 
4-47 ARP  

 ARP ( 4-46)  

 ARP ARP  

 ARP  

  

1. ARP
 

2. 

ARP  

4.13 动态DNS 

DNS 4-48  

DNS DDNS IP IP
IP IP

DDNS Internet
IP IP

 

DDNS DDNS DDNS www.oray.net 4-48
DDNS

 

http://www.oray.net/
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4-48 DDNS  

 DDNS  

 DDNS  

 DDNS  

 DDNS DDNS  

 DDNS  

  

 DDNS  

 / / DDNS  

4.14 系统工具 

 

 

 



FW300R 300M  
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4.14.1 时间设置 

→ 4-49
GMT  

 
4-49  

 NTP Server NTP Server IP ( ) NTP Server
NTP 

Server Internet
GMT  

 

 

GMT GMT
GMT  

  

1. Internet
GMT  

2. Internet GMT (
)  

3.  

4.14.2 诊断工具 



FW300R 300M  
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→ 4-50 Ping Tracert
 

 
4-50  

 Ping Tracert Ping
Tracert

 

 IP / IP  

 Ping Ping Ping 4  

 Ping Ping Ping 64  

 Ping Ping Reply Ping
 

 Tracert Tracert  

Ping Tracert  

4-51 www.baidu.com Ping 4-52
www.baidu.com Ping  
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4-51 Ping  

 
4-52 Ping  

4-53 IP 10.145.206.66 Tracert 4-54
IP 10.145.206.66 Tracert  



FW300R 300M  
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4-53 Tracert  

 
4-54 Tracert  

4.14.3 软件升级 

→ 4-55  



FW300R 300M  
 

63 

 
4-55  

 

(http://www.fastcom.com.cn)  

 

Tftpd32.exe
 

4-55 “ ” “fw300rv3-cn-up.bin”  

 

 
 

1. 
 

2.  

4.14.4 恢复出厂设置 

→
4-56  

 

 
4-56  

 

 admin 

http://www.fastcom.com.cn/
http://www.fastcom.com.cn/
http://www.fastcom.com.cn/


FW300R 300M  
 

64 

 admin 

 IP 192.168.1.1  

 255.255.255.0 

4.14.5 备份和载入配置 

→ 4-57  

 

 

 
4-57  

1 C:\Router\backup  

4-57  

 
4-58 -  
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4-58  

4-59 “C:\Router\backup”
 

 
4-59 -  

2 C:\Router\backup config.bin
 

4-57 “C:\Router\backup\config.bin”
 

4-57  

 
 

1. 
 

2. 

 

4.14.6 重启路由器 

→ 4-60  

 
4-60  

4.14.7 修改登录口令 
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→ 4-61

 

 
4-61  

 
 

( 2.2 )  

4.14.8 系统日志 

→ 4-62
 

 

4-62  

  

  

4.14.9 流量统计 

→ 4-63

 



FW300R 300M  
 

67 

 
4-63  

  

 IP IP MAC  

  

 10
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附录A FAQ 
1  ADSL  

1) ADSL modem (RFC 1483 )  

2) WAN ADSL modem ADSL modem Line  

3) WAN “WAN ”

“PPPoE” “ ” “ ”  

4) “ ”

“ ” “ ”

 

2  DNS  

1) (ISP) DNS  

2) 
DNS  

3  NetMeeting  

1) NetMeeting NetMeeting
IP NetMeeting  

2) NetMeeting DMZ H323 
ALG 192.168.1.102 NetMeeting  

3) →
“ ” “1720” NetMeeting

“IP ” IP ( IP 192.168.1.102)
1  

 
1 

4) DMZ →DMZ
“DMZ IP ” IP (IP 192.168.1.102)

2  



A FAQ 
 

69 

 
2 

5) H323 ALG → ALG
H323 ALG 3  

 
3 

4  Web  

1) 3  

2) Web Web Web
80 Web  

→ WEB WEB
80 88 4  
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4  

 
 

WAN IP
http://61.141.186.224:88( WAN IP 61.141.186.224)  

 
3) →

“80” Web IP Web
IP ( Web IP 192.168.1.101)

5  

 
5 

5   

1) 

 

2) 

 

http://61.141.186.224:88/
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3) IEEE 802.11b/ IEEE 802.11g 2.4GHz

 

4)  

5) 100
 

6) 
 

6   

1) 

 

2) 
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3)  

4)  
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附录B IE浏览器设置 
1. IE →Internet 6  

 
6 

2. Internet “ ” (

) 7  

 
7 

 
3. 8  
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4. IE ( √ )
9  
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附录C 规格参数 

 
IEEE 802.11b IEEE 802.11g IEEE 802.11n IEEE 802.3
IEEE 802.3u IEEE 802.3x IEEE 802.14X CSMA/CA
CSMA/CD TCP/IP DHCP ICMP NAT PPPoE 

LAN  4 10/100M RJ45 (Auto MDI/MDIX) 
 

WAN  1 10/100M RJ45 (Auto MDI/MDIX) 

 2.4 2.4835GHz 

 
11b 1/2/5.5/11Mbps 
11g 6/9/12/18/24/36/48/54Mbps 
11n 300Mbps 

 13 

 DSSS  

 
11b CCK,QPSK,BPSK 
11g OFDM 
11n QPSK,BPSK,16-QAM,64-QAM 

 CSMA/CA with ACK 

 WPA/WPA2 64/128/152-WEP TKIP/AES 

 20dBm  

 2  

 

  

10Base-T 3 3 UTP 
 

100Base-TX 5 UTP 

 WAN 1/2/3/4(LAN)( Link/Act ) 
LED  

 SYS( )  
WLAN( ) WPS  

(L x W x H) 160mm×103mm×29mm 

0ºC  40ºC 

-40ºC  70ºC 

10%  90% RH  
 

5%  90% RH  
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